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Ref: permission 
 
Subject: Permission to publish extracts from an IEC International Standard 
 
 
Dear Mr Jeon, 
 
I acknowledge receipt of your mail related to the above. 
 
I confirm that we grant you the permission to use the following extracts and copyrighted texts from: 
 
IEC 63173-2:2022 
 
Clause 4.3.4 – Data protection 
Clause 5.3 – Service technology and service transportation protocol 
Clause 5.7 – Service interface definitions 
Clause 5.7.2 – Service interface – Upload 
Clause 5.7.2.4 –Dynamic behaviour 
Clause 5.7.16.3.4 – Operation – POST /publicKey 
Clause 6 – SECOM communication channel security 
Clause 7.3 – Data authentication and signing 
Clause 7.4 – Data encryption 
Figure 12 – Sequence diagram for upload signed unclassified data with acknowledgement 
Figure 14 – Sequence diagram for Upload link to large data 
Figure 18 – Sequence diagram for Get interface 
Figure 19 – Sequence diagram for Get interface and classified data 
Figure 23 – Sequence diagram for Get By Link interface 
Figure 25 – Sequence diagram for Request Access and Access Notification interface 
Figure 30 – Sequence diagram for Subscription interfaces with external subscription request 
Figure 40 – Operational sequence diagram for EncryptionKey upload interface 
Figure 43 – Operational sequence diagram for PublicKey interface 
Figure D.3 – Deployment example for SECOM on ship 
Figure D.4 – Deployment example for SECOM on shore 
Table 15 – Service interfaces overview 
 
 
This could be included in your publication on condition that it mentions the following acknowledgments where 
appropriate: 
 
“The author thanks the International Electrotechnical Commission (IEC) for permission to reproduce Information 
from its International Standards. All such extracts are copyright of IEC, Geneva, Switzerland. All rights 
reserved. Further information on the IEC is available from www.iec.ch. IEC has no responsibility for the 
placement and context in which the extracts and contents are reproduced by the author, nor is IEC in any way 
responsible for the other content or accuracy therein.” 
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In addition, the quotation from IEC Standard should include the following footnote: 
 
IEC 63173-2 ed. 1.0   “Copyright © 2022 IEC Geneva, Switzerland. www.iec.ch” 
 
 
Yours sincerely, 
 

 
 
Guilaine Fournet (Ms) 
Head of Sales and Business Development 
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